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Structure

e Part |: Motivation My goal:

e Part |l: Security in the Wild cncourage you to always
consider security when creating

e Part |l Where to use Al? algorithms, software, or products.

The onogoing digitization in all
areas of life requires it - from
each one of us!
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Cybersecurity of Critical Infrastructures

Some Methods
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Part |: Motivation

What data are we talking about and why is it relevant?

Chaire Cyber CNI

5 Industrial partners

8+ assoclated researchers
12 PhD students (2020/5)
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Two Use Cases

Self-Driving Cars
iIndustry 4.0
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esla Autopilot 2.0 (Camera View Autonomy. Full Self-Driving Hardware
Daniel*"
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Data Processing Pipeline

Prevent
Security-by-Design

Detect
Anomaly Detection

Mitigate
Self-Defend Security Incidents
Self-Recover from Security Incic

poLL

data on my side | data with somebody else

\
> Panl | Al4Industry Security Keynote 11



Data Sharing

NoO mass-survelllance Benefit from collaboration

-

Local Processing Remote Processing
N the car in the cloud
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ts of research challenges: Trust

 Simon Weckert , S : .

- _ ; ' O SR S~

0

SOfRCacknr

EROTWIOK g ‘&

N

. ‘ O A - Degrachas

. Architektur Zamtrum

. : t w Witk Q

AW N D¢ Beliner Bslabris 0

ThHE FIZZ Berl e LN
~n \\ -
. \\ \\
0 % DN
. AN NS
3..(“7 “e grgietarum Barlin .
- "té(: . / -
J ale J "
; I:/ '&

o,
S vor di Landeshe zirk /,
SBerlin-Brandenburg L

Q 4|

@ Pahl | Al4Industry Security Keynote https //yOUtU ' be/k5eL—a‘—m7Q 19

CYB=RCNI



Z
<
d
=
C

industry 4.

ﬁ chairecyber-cni.org/



\
©"  pahl | Al4industry Security Keynote

CYBZRCNI



Synthesis of Distributed Observations

Data Sharing /
Synergies e.g. remote
maintenance

0C

M.-O. Pahl and F.-X. Aubet, “All Eyes on You: Distributed Multi-
Dimensional loT Microservice Anomaly Detection,” presented at the 2018
14th International Conference on Network and Service Management

(CNSM) (CNSM 2018), Rome, ltaly, 2018.

Service Communication Monitor, :{ s Microservice
Analyzer, and Firewall () Inter-Node Comm. Interface
~  MS Model Federation Service [:] Service Runtime Environment —
T Y

L
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Data Sharing

NO unnecessary exposure

Local Processing

in the factory

> Pahl| Al4Industry Security Keynote

Benefit from CoHaboratiorl

Remote Processing
in the cloud

17



When Data is the new Qil,
Security is the Blowout Preventer

I K Discoverer
IR - 3
2 Enterprise

»
=

-report-pdf

o =1

We need data sharing. But it has to be
secure = responsible, transparent, secured,

DEEPWATER HORIZON'S
N\~ BLOWOUT

PREVENTER

stopics.com/seminar/8096/blowout-preventer-seminar

Marc-Oliver Pahl, IMT Atlantigue Rennes

......

https://www.seminar

Chair holder Chaire Cyber CNI
Co-Directeur Equipe IRIS / UMR LAB-Sticc
Digital Teaching Coordinator German-French Academy for the Industry of
the Future

Leader of the Smart Space Orchestration Team at TUM Chaire Cyber CNI
Vice President German Chapter of the ACM

5 Iindustrial partners
y 8+ associated researchers
' N’ AIRBUS /Xamossys BNP PARIBAS :‘;eor NOKIA Bell Labs 12 PhD students (2020/5)
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Part [l: Security in the Wild

Terminology, goals

Chaire Cyber CNI
5 Iindustrial partners
@L’ 8+ associated researchers

CCCCCCC

_ 12 PhD students (2020/5)




AN

¢

CYB=RCNI

OLQLQ-LQ'

Pahl | Al4Industry Security Keynote

20



Purdue Enterprise Reference Model (PERA

1990
Williams:
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Originally: ICS vs lloT

* |ol = Things connected to the Internet

e |CS = Explicitly NOT connected to the Internet

22
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Why do we need Security”

e safety

* health

o welfare

* financial losses (production stop)
* |awsuit (non-compliance)

* environmental impact (oil spill)

e Security (access control)

23



Fundamental Problem

* Disconnected legacy systems get connected to the Internet
e Large attack potential

* remote

e script kids

* hackers

e stuxnet even over air gap

c '\ Pahl | Al4Industry Security Keynote

24



A. Stuxnet

mmm HOW STUXNET WORKED

UFPDATE FROM SOURCE 7

| e \When?
°l | Em
BE-/-5-2 = N e * By whom?
)

%ﬂ
]|| :

—_— S e S —
[ —
4 e Where”
1. infection 2. search 3. update
Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given If the system isn't a target, f?
proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if it is, ® Ta r g et
Microsoft Windows. By brandishing a digital trial control system made by Siemens. the worm attempts to :
certificate that seems to show that it comes Such systems are deployed in Iran to access the Internet and
from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent 9
evade automated-detection systems. to enrich nuclear fuel, version of itself. ¢ H OW -

- - i e \What vulnerabllities are
E.EL H E-Ee] B E2 exploited?

e —a— = o —) [ — e /———\ — | ' |
| E— | E—— ) e
 How Is the attack flow?
4. compromise 5. control 6. deceive and destroy .
The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-
target system'’s logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-
exploiting “zero day” vulnerabilities- uses the information it has gathered to ing that they won't know what'’s ® S u C C e S S r a't e r?
software weaknesses that haven't take control of the centrifuges, making going wrong until it's too late to do .
been identified by security experts. them spin themselves to failure. anything about it.

AN
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Spear phishing

.

Website

Infected USB stick

Possible ways of initial infection

Sources of infection

_
Flame attack |
% Il Euphoria module
run | r

Autorun infecto

Vi
2
4
v
-
o
=
Q
e

PC with shared printer

When?

By whom?

Where”?

Target”

How?

* What vulnerapillities are
exploited?

 How Is the attack flow?

Success rate?

Infected PC in LAN

¥




Attackers compromise
legitimate industrial
contral systems (ICS)
vendor sites.

\
> Pahl| Al4Industry Security Keynote

They planted Trojanized
versions of the ICS-related
software and applications
hosted in these websites.

- ——

’ ..‘.:......‘.‘:J:-tg i
.’.\\3'\\ ) "(“l' e ( 'z'; “ “

These malicious software are
downloaded by target
companies, glving attackers
access to their networks.

When?

By whom?

Where”?

Target”

How?

* What vulnerapillities are
exploited?

 How Is the attack flow?

Success rate?

27



D. BlackEnergy
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Skills for ICS Cybersecurity”?

 Requires Multidisciplinary understanding
o Cybersecurity: networking stack / OS stack
o Functionality of ICS

* Physics / Engineering requirements of industrial processes

c '\ Pahl | Al4Industry Security Keynote
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What are advantages and disadvantages of
having (networked) PLCs”

e (G000
o Software can easily be exchanged adapted
 Mass production as "general purpose” -> cheaper

e Flexible (can be adapted)

c '\ Pahl | Al4Industry Security Keynote
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What are advantages and disadvantages of
having (networked) PLCs”

e Bad

Software can easily be exchanged adapted (= modified by attack)
All software problems such as dead locks, overtlows, timing Issues, ...
Much bigger attack surface

The weakest part in the chain defines the security level

Older devices were not designed with properties that spread from IT networks such
as high traffic and fail or reset then

Human-tactor: Knowledge in IT and OT rare -> common security standards are not
taken into account

31
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Goal for ICS security

e ensure the safe and reliable operation of the physical process [1]

o Catastrophic safety failures

 Environmental release of hazardous materials
e | 0ss of production

e Product recall

* Regulatory fines

e Sustained production inefficiency

* [oss of public confidence”

32
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|CS Security Standards

¢ |[SA-84

* |[EC 61508

¢ |SA-95

o [SA-99 (ISA-62443 / IEC 62443)

« NERC CIP

« 6 CFR 27

 Homeland Security’s Chemical Facility Anti-Terrorism Statutes (CFATS)

33



A. Worcester air traffic communications

Worcester alir traffic communications |n March 1997, a
teenager in Worcester, Massachusetts, disabled part of the
public switched telephone network using a dial-up modem

connected to the system. This knocked o
at the control tower, airport security, the al

Jtpr

roort

department, the weather service, and carriers

alrport. Also, the tower's main radio transm

one service
fire
that use the

itter and another

transmitter that activated runway lights were shut down, as
well as a printer that controllers used to monitor flight
progress. The attack also knocked out phone service to 600
homes and businesses in the nearby town of Rutland.

(http://www.cnn.com/TECH/computing/9803/18/

juvenile.hacker/index.html)

When"?

Who'?

What attacked?
How"?

Impact



B. Maroochy Shire sewage spilll

Maroochy Shire sewage spill In the spring of 2000, a former
employee of an Australian organization that develops
manufacturing software applied for a job with the local
government, but was rejected. Over a two-month period, the
disgruntled rejected employee reportedly used a radio transmitter When'

on as many as 46 occasions to remotely break into the controls of Who'

a sewage treatment system. He altered electronic data for  What attacked?
particular sewage pumping stations and caused malfunctionsin ¢ How?

their operations, ultimately releasing about 264,000 gallons of raw Impact

sewage into nearby rivers and parks. (http://csrc.nist.gov/groups/
SMA/tisma/ics/documents/Maroochy-Water-Services-Case-

Study_report.pdf and http://www.theregister.co.uk/2001/10/31/
hacker_jailed_for_revenge_sewage/)




C. Davis-Besse Nuclear plant

Davis-Besse In August 2003, the Nuclear Regulatory
Commission confirmed that in January 2003, the
Microsoft SQL Server worm known as Slammer infected a
private computer network at the idled Davis-Besse e When?
nuclear power plant in Oak Harbor, Ohio, disabling a

L . L e \Who?
safety monitoring system for nearly five hours. In addition,
* \What attacked?
the plant’s process computer failed, and it took about six . How?
hours for it to become available again. Slammer . | t
reportedly also affected communications on the control mpac

networks of at least five other utilities by propagating so
quickly that control system traffic was blocked. (http://
Www.securityfocus.com/news/6767)




@ panl | Al4industry Security Keynote

Some Literature to continue...

o Kim Zetter. 2014. Countdown to Zero Day: Stuxnet and the Launch of the World’s First Digital
Weapon. Crown Publishing Group, USA.

e Alex Gibney, Zero Days (2016) movie: https://youtu.be/2gaxJs8wYVw

* [1] Clint Bodungen, Bryan Singer, Aaron Shbeeb, Kyle Wilhoit, Stephen Hilt. “Hacking
—xposed: Industrial Control Systems”.

e [2] Keith Stouffer (NIST), Suzanne Lightman (NIST), Victoria Pillitteri (NIST), Marshall Abrams
(MITRE), Adam Hahn (WSU), “SP 800-82 Rev. 2, Guide to Industrial Control Systems (ICS)
Security,” Mai 2015, NIST, https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/fina

e [3] Michael J. Assante and Robert M. Lee, “The Industrial Control System Cyber Kill Chain,”
October 2015, https://www.sans.org/reading-room/whitepapers/ICS/industrial-control-system-

cyber-kill-chain-36297

37



Security Mechanisms and Risks

| attacks
secure localization % — ’

< \\ ' L Sinkhole (DoS) )
_ ~ Application ,, ["' Blackhol <
secure routing | N s N | \ ackhole )

J \ g L Grayhole (DoS)
secure power | e - .

-  Selective forwardin
management | // P\ \ 9
< X s A ” Wormhol
| K S Network - \ ormnole /
/ SN . . <
key management <~ 7 < > Sybil
~ /‘ T X
L e A \ Collision
authentication =/ > > | .- . <
Yy Data Link , [ Battery exhaustion
” N /S P’ ~ N . <
_ S v [ Unfairness
encryption o . . <
 Sleep Deprivation

access control | Physical . ~Jamming (DoS)

| ~ Node tampering
A

from: Jelena Misic and Vojislav B. Misic, “Wireless personal area networks :
| rainperformance, interconnections and security with IEEE 802.15.4,” 2007




Part |II: Where to use Al?

Examples where Al can help

Chaire Cyber CNI
5 Iindustrial partners
@L’ 8+ associated researchers

CCCCCCC

_ 12 PhD students (2020/5)




Prevent \ Detect

Security-by-Design Anomaly Detection

Mitigate - .
Self-Detend Security Incidents
Self-Recover from Security Incidents

T7: Autoencoder 18: Resilient Control Sys

Integrity Tolerance
Authentication Counter-maeasures

T4: Non-Cooperative Game T1: Time Series Analysis = S.D SN AI
e ey Virtual world
Possibility for defense Statistic Tests
Log Data

T13: CVE -> Graph AI

T6; Resilience

Evaluation T9: Share Incident Knowledge
Digital Twin Blockchain

NLP
Semantic Processing AI

T5: SDN Security
Self-Security

Policy-based Security Some Methods
I Chaire Cyber CNI
5 Iindustrial partners
8+ assoclated researchers

' N’ AIRBUS  /xamossys [l snerarisas «'sepr  INIDKIA Bell Labs 12 PhD students (2020/5)
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Going to the full stack



People

.®
-----------
PR

Interface Devices

------------------------------------------------------------------------------------------------

------------------------------------------------------------------------------------------------

Orchestration
Workflows, etc.

7

velarrages

Context Manage

Physical World

Bidirectional
Adaptation

------------------------------------------------------------------------

Heterogeneous b A P Gat .. Pi Ga reway . ;
Smart Devices -

Physical World
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Interface

Peop|e . Devices

.
-----------
P

Interface Devices

------------------------------------------------------------------------------------------------

------------------------------------------------------------------------

Orchestration subscribe
Workflows, etc. set

notify ~ /

get

Context Manage Middleware: Data, Communication, Discovery
Knowledge Manager @ Knowledge
Repository

Services
Devices
Physical World

Bidirectional subscribe
Adaptation

NOTLUTY

------------------------------------------------------------------------

Heterogeneous i A e Way . P Ga teway |
Smart Devices i

.
.
.
.
PR
.
.
.

Physical World



|. Prevent
ldentities, Secure Metadata, Access Control

cy©

Chaire Cyber CNI

5 Iindustrial partners
@L’ 8+ associated researchers
CCCCCCC VMY AIRBUS /amossys [l sveramioas <fsepr  INOKIA Bell Labs 12 PhD students (2020/5)

CYB=RCNI nstitut Mines-Télé
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Concurrent access to the
entities in parallel to the game

controller...

System-enforced

mapping

------------

“by-design”

Access Control

A g s ; | Android : e S

: Plug : E Gatewa)' E | j E Plug :
. Gateway »» S : . Gateway
“alarm|” “alarm?2” ;

----------------------

1
1 €6
PDIRIGIAIS

-----------

E"Arduino . GrQUp'ba‘BGd

. Gateway . <

Fwrai GCESS \COII0)
Vv SaiiE

Compute Node

e e e

1 1
1 1
T T T 1 ( ¥
eeeeeeeeeeeeeeee | S—] o n ro e r

eeeeeeeeeeeeeeeee  —] 1 1
difference of the mean values —— 1 1

1 66 9 1 N\ J N\ J W /S \\ mmmmmmmmaa==,

)
con ' {

+ Interaction
Monitor

----------------

--------------
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Distributed Smart Space Orchestration System

{Site,Node}-Local Service Manager

------------

-------------------------------
--------------

: SLCA Site-Local Certificate Authority | service package

:] Computing Node
Middleware Interface 1

@m  Private Key @metadata :
o Signature
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. Detect & Mitigate -> Prevent in the Future
Machine-Learning-based Modeling and Sandboxing
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Synthesis of Distributed Observations
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ML-Based Clustering of Periodicities
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Synthesis of Distributed Observations
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“We knew the world would not be the same. A few péople laughed, a few people cried.

Most people were silent. | remembered the line from the Hindu scripture, the Bhagavad-Gita; Vishnu is
trying to persuade the Prince that he should do his duty, and to impress him, takes on his multi-armed form and says,

'Now | am become Death, the destroyer of worlds.' | suppose we all thought that, one way or another.”

— J. Robert Oppenheimer (Researcher/ Head Manhatten Project)

ra, 1943-1945, Los Alamos Scientific Laboratory, 1986.)

Alamos: Beginning of an e

(Los

- Taken from a Los Alamos publication

Picture Openheimer: Department of Energy, Office of Public Affairs
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3rd Summer School Future-IoT: IoT meets Security
Oct 5-9, 2020, Strasbourg -> school.future-iot.org
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Cybersecurity of Critical Infrastructures

some Methods
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